
 

  

 

 

Interfor is excited to 
announce the formation 
of a new advisory board 
made up of well known 
people in the financial, 
legal and security 
industries.   

The board, which is 
comprised of Seth Taube, 
Esq. of Baker Botts; 
Martin Silver of The 
International Investment 
Group; Michael Wolff of 

EisnerAmper; Anthony 
Williams, Esq. of 
McKenna Long & 
Aldridge; and Scott 
Alswang of SOS Security, 
Inc., will advise the newly 
formed Interfor 
International. 

 

Over the years we have 
established outposts in 
many countries around 
the globe.  Interfor 
International will replace 
Interfor, Inc. to better 
reflect our international 
footprint and will be part 
of a larger reorganization 
and rebranding effort.  

 Our services will remain 
the same. 
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Canary Security System 

Interfor’s COO and 
Director of Security, Don 
Aviv, is an advisor on 
security matters to a 
company that is 
producing a new product 
that we think we will be a 
game changer in the 
home security market.   

It’s called Canary and it’s 
a sleek, small device 
which contains an HD 
video camera and 
sensors that track 
everything from 
temperature and air 
quality to vibration, 
sound, and movement. 

Controlled entirely from 
an app on your smart 
phone or tablet, Canary 
sends alerts when it 
senses something 
abnormal—from 
movement when your 
home is supposed to be 
empty, to temperature 
spikes which could 
indicate a fire.  You can 
then decide how to 
respond to those alerts. 

Over time, Canary learns 
your home’s rhythms to 
send even smarter alerts. 

Canary is not currently 
on the market, but you 
can pre-order it at the 
following website: 

http://www.canary.is 
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Online Reputation 
Management Update 

Online reputation 
management (ORM) 
began in the mid-1990's 
to manage the publicly 
available online 
information about an 
individual, brand or 
organization. It started as 
a practice to mitigate 
anonymously written 
negative and false 
content appearing on 
Internet sites.   

Since then, over 2 billion 
people have become 
Internet users. Today the 
majority of people 
conduct their research 
online. ORM has grown 
to encompass the 
management of all 
publicly available content 
about an individual, brand 
or organization found 
there. 

ORM uses a mix of 
content, search engine 
optimization and strategic 
planning to rearrange the 
order of content that 
appears in Internet 
searches. It is nearly 
impossible to remove 
information or 
photographs from the 
Internet using ORM. But 
they can be moved down 
so they do not appear 
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 prominently in top pages 
on a Google search.  

The Internet is an 
unregulated space. The 
main law in place 
governing the Internet, 
the Communications 
Decency Law Section 
230, was written in 1996. 
It frees website owners 
from legal responsibility 
for what others post and 
write on their space. That 
law has not caught up 
with the proliferation of 
Internet use.  

ORM Risks Facing 
CEO’s, High-Net Worth 
& Influencers 

CEOs, high net worth 
individuals and industry, 
social and political 
influencers face special 
ORM challenges. 

They can attract 
detractors who want to 
disparage their 
legitimacy. They also 
attract media attention, 
unwelcome focus on their 
families and lifestyles and 
leaks of confidential 
business data from inside 
their companies.  

In the past, they could 
maintain a low public 
profile. The Internet 
makes that more difficult. 

Here are tips for helping 
such individuals manage 
their online identity and 
privacy in an Internet 
world.  

Place your real estate 
holdings in private 
trusts. 

“Data scraping” is the 
continuous scraping of 
personal information from 
such public sources as 
county courthouses, 
professional or social 
organizations and 
government bureaus. It 
results in the home 
addresses, telephone 
numbers and names and 
ages of family members 
being published in 
dozens of online public 
database records. (To 
see an example, conduct 
a search for your name 
on Intelius, one of the 
largest.)  

Help stop it at the source 
by placing your real 
estate holdings in private 
trusts. 

 

 

“…over 2 billion 
people have become 
Internet users.” 
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“Realize that 
photographs taken in 
your private 
environments can 
include data that 
shows your 
geographical 
location.” 
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Arrange for your 
teenage and millennial 
children’s social media 
platforms to be 
periodically reviewed 
by a trusted security 
expert.  

Teens and Millennial 
often do not realize that 
their posts, images and 
geographic location can 
be copied and 
republished online from 
their social media 
networks – even if they 
have “high” privacy 
settings. If they list their 
email address there, it 
can be used as an entry 
point to hack into your 
network. Ensure that they 
feel secure turning to a 
security resource who will 
not share their social 
media habits, mistakes 
and secrets with you 
while reducing their risks. 

Ensure that your 
service providers are 
vetted by due diligence 
and sign non- disclosure 
agreements.  

Event planners, interior 
designers and real estate 
representatives are 
examples of service 
providers who benefit 
from being associated 
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with you. Do not allow 
them to publish your 
name on their client lists 
or to otherwise promote 
their association with your 
organization. Do not allow 
your home to be 
photographed and 
published in print or 
online news outlets.  

Realize that 
photographs taken in 
your private 
environments can 
include d ata that shows 
your geographical 
location.  

Trustworthy friends and 
family members often do 
not realize such systems 
are attached to their 
cameras, I Pads or smart 
phones. Security and IT 
experts can explain how 
to disable such systems.  
They are often built into 
such items and must be 
turned off by users who 
don’t even know they are 
there. 

Use Pretty Good 
Privacy  (PGP)  

If you do not already use 
PGP, consider doing so. 
PGP is a data encryption 
and decryption computer 
program that provides 

cryptographic privacy and 
authentication for data 
communication. It is the 
most widely used email 
service by major 
corporations and their 
vendors exchanging 
confidential data. 

Shannon M. Wilkinson, 
Founder & CEO, 
Reputation 
Communications 

Reputation 
Communications is an 
online reputation 
management company 
specializing in 
“influencers,” the Forbes 
and Fortune 500, and 
clients in a range of 
industries.  

Shannon Wilkinson is the 
author of Online 
Reputation Management: 
What Every Influencer 
Should Know, an 
annually updated guide. 
She blogs at Online 
Reputation Issues. 
www.reputation-
communications.com 
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agencies can help reduce 
fraud and get the best prices 
from hotels and airlines.  The 
hotels that they book have 
likely been vetted and are apt 
to be cleaner and safer than 
an unfamiliar hotel that you 
might book for yourself 
online.  They can also 
provide a travel security 
management program, which 
can be coordinated with your 
company’s security director. 

If your company has frequent 
international travelers, it may 
be a good idea to create a 
secure company website 

Interfor has frequently 
posted travel tips for our 
clients, many of whom are 
international travelers.  
Following are a few new tips 
that may help keep you and 
your employees safe: 

Over the last decade, 
booking travel has become 
much easier and many 
companies are simply having 
their employees book their 
own travel rather than 
paying for the services of a 
travel agency.  This can 
often be a false economy, 
however, as corporate travel 

where you post emergency 
contacts, crime and safety 
information, contact 
information for local 
authorities and consulates, 
medical services information 
and an RSS feed of local 
news for the destination 
country.  Having this 
information easily accessible 
online, might be a better 
solution than having the 
information in hard copy 
format which can be 
misplaced. 

 

T:  212-605-0375 
F:  212-605-0118 
E:  info@interforinc.com 

 

Cyber Security: On the Job 

Edward Snowden, the man who recently leaked NSA secrets to the press, allegedly 
used a USB thumb drive to copy secrets about the PRISM spy program from the US 
National Security Agency (NSA). 

Thumb drives, while very convenient for many purposes, are a huge security risk.  
They can be easily lost, exposing your information to whomever finds it.  And, they can 
be used to infect computers with malware. 

But perhaps the biggest risk is that a trusted IT vendor or employee will download 
gigabytes of information, pop the thumb drive in their pocket and walk out the door with 
it.  To protect your company there are several options: 

Some companies have gone as far as using silicon caulk to fill in the USB ports on 
their computers.  This obviously prevents the use of thumb drives, which may not be 
practical if you have a company that needs to download large files for PowerPoint 
presentations, etc. 

Other companies have begun using alert systems, that alerts the IT department or both 
the user and the IT department when someone is trying to copy files to a thumb drive.  
The user is generally prompted to call IT for permission. 

Most companies however are using encryption software, which allows the free use of 
thumb drives, but renders the information meaningless without an encryption key 
which must be requested from security or management. 

We recommend the use of an alert system.  Encryption is also a good idea, but 
encryption can be broken without a key by sophisticated hackers.  With the alert 
system, there is a record of attempts to access information. 

www.interforinc.com  
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